
09/19/2007 10:00 FAX 2027200857 ¢SP, EES/IST~ @002

USDA PRIVACY IMPACT ASSESSMENT FORM

Agency: CSREES

System Name: CSREES Local Area Network

System Type: [] Major Application
[~ General Support System
[] Non-maj0r Application

System Categorization (per FIPS 199): [] High
[] Moderate
[] Low

Description of the System:                              -
The CSREES General Support System (aSS) comprises of communications network
(LAN/WAN), agency wide backbone, servers, workstations, communication devices, and
the physical data (:enters. The GSS is the underlying infrastructure that enables CSREES
to support office eutomation and enterprise applications that are essential to conducting
its missions and o bjectives.

CSREES reLies on distributed computer systems and networks. CSREES Staffare
housed primarily in two locations in dowa~own Washington, DC: The Departauent of
Agriculture DepmXment Administration Building (the Jamie Whit~en Building), and in
leased space at the Waterfront Centre Building.

The system provides general office aatomation support (word processing, spreadsheets,
etc.) as well as a wide variety of individua! or shared applications (proposal tracking,
program s~ta~us reports, etc) to facilitate the management of the agency’s programs.

Most CSREES Staff (a mix of clerical, support and professional staff) are provided with
Personal Computers (PCs) located in their offices. Each PC includes a hard-disk, floppy-
disk, and some ar,i,’ equipped with CD read/write drives. The PCS are cormected to a
Local Area Network (LAN) to exchmage and share information. The central components
of the LAN are L,LN servers (Windows, Limtx mad Solaris), which provide a large
volume o~shared disk storage and shared application programs. These servers provide
logical access controls on potentially shareable information via access control lists. These
access controls are used to limit user access to various files and programs stored on the
server. Some pin,.rams stored on the servers cma be retrieved via the LAN (e.g. Internet
browsers) and executed on a PC; others can only be executed on the server (e.g.
electronic mail or e-mail).

Since CSREES frequently commmicates with its research, education, and extension
partners thxoaghout the Land Grant Uaiversity System. the LAN also provides a
connection to the lnternet This Intarnet com~ection provides e-mail and video
connectivity which has become the primary method ibr CSREES Staffto interact with
their colleagues m~d partners at the schools or in county offices
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CStLEES also m~Jntalns a World Wide Web (WWW) server or "home page".
information about the agency, the staff, floe progr~as, and partnerships are postod and
maintained tbr use by CSP,-EES Staff, its partners at the state or local level, other USDA
or Federal staff, and the general public. This information can be accessed and retrieved
without the need for interacting directly with CSREES Stuff. Correcmess and
completeness of material on the server is maintained by the CSREES punic affairs staff
in the case ’of general infortnation, or by the functional manager responsible for a
program or unit in the ease of more detailed urfit or program information.
World Wide Web servers are also makttained in the Current Research Information
System (CRIS) and Research, Education and Economic Information System (REEIS)
Offices. ’[’he i.tfformafion included on the CRIS server are the agricultural projects from
the CRIS database, for use by the CSREES Staff, its partners, other Federal staff, and the
general public. "IT~e REEIS server contains fifformation from many CSREES programs in
the Education, Extension, and Research program areas.

CSREES is responsible for the Web-Based Peer Review System (WPRS) software that
governs the security of the Cooperative Research, Education and Extension Management
System (C-REEMS). C-REEMS allows management of propusal-based processing,
review omd award of grants, for grant ftmds management, and for ~ant admirBstratio~

. :andeloseo~t, WPRS allows thepeer review ofgrant proposes throught~e Web. WPRS ......................
is an effective interface ~o conduct ~he peer-review process remotely.

Who owns this system? (Name, agency, contact information)
Michel Dcsbois
Chief Informatior~ Officer
Cooperative State Researeh~ Education and Extension Service
kLformation Systems and Tectmology Management
800 9th St. SW
Washington, DC 20024
(202) 270-0003
mdesbois@csrees.usda.gov

Who is the security contact for this system? (Name, agency, contact information)
Preston Gillmore
Information Systems Security Program Manager
Cooperative State Research, Education and Extension Service
Information Systems and Teclmology Management
800 9th St. SW
Washington, DC 20024
202,401.1878
pgillmore@csrec~..usda.gov

Who completed this document? (Name, agency, contact information)

Preston Gillmore
Information Systems Security Program Manager
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Coopera~ve State Researel~ Education a~d Extension Service
Information Systems and Tecb_nology Managemert’c
800 9th St. SW
Washington, DC 20024
202,401.1878
pgillmore@csrees,usda.gov
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DOES THE SYSTEM CONTAIN INFORMATION ABOUT INDIVIDUALS IN AN
IDENTIFIABLE FORM?

Jndieate whether the following types 0fpersonal data are present in the system

QU£STION 1

Does the system contain arty of the following type of dat.a as it relates to individual:

Name

Social Security Number

Telephone Number

Email address

Street addres~

Financial data

Health data

Biometric data

QUESTION 2

Can individuals be uniquely identified using personal information such as a
combination of gander, race, birth date, geographic indicator, biometrie data, etc.?

NOTE: 87% of the US population cma be uniquely identified with a combination of
lender, birth date and five digit zip cede~

Are social seeurily nurobets e~bedded in agy field?
Is an)t portion era social security numbers used?

¯ Arc social seeurit.y numbers ex’a-acted l~om any other source (i.e.’system~ paper, ere.)?

Citizens

Yes

Yes

No

~o

No

Employees

Yes

No

No

Yes

I NO

No

No

No .NO
No No
No I No ,.

?flail of the answers in Qu~stlons I and 2 are NO,’~I~°
You do not need to complete a Privacy Impact Assessment for flxis system and the answer to

OMB A-I 1~ Planning, Budgeting: Acquisition and Management of Capital Assets,
Part 7, Section E, Questio~ 8c is:

3. No, because the system does not contain, process, or transmit personal identifying information.

If any answer in ,Questions [ and 2 is YES, provide compieto answers re M1 question.s below.

Cora~ents of Latanya Swcency, Ph.D., Dtrcctor, Laboratory for lntemaUenal Data Pnva~3~ Assistant ProfeSsor of
Computer Sciel~ce and of Public Policy Carnegie Mellon Urdv~rsity TO th¢ Department of Health and Human Services
On "Standards of Privacy of Indlvidualiy Identifiable Health Itat’ormation". 26 April :2002.
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DATA COLLIEGTION
3. Generally describe the data to be used in the system.

The CSREES Network is a host to CREEMS with the following data:

Customer: CREEMS has no CSREES customer-facing component.

Employee: Program staff constitutes the only employee information CREEMS
maintains. In this capacity CREEMS stores only employee information as it
pertains to scientific grants. CREEMS does not maintain what are typically
m~derstood to be "human resources" records in this regard.

Other: Grant applicants are voluntary data contributors who do not submit their
grant application flxrough CREEMSI

The system stores information needed for all applicants, including their Social
Security Number (SSN) if the grant applicant is a person, as opposed to a business
entity, like a school. The SSN is voluntary information and not required for
proposal submission or review. If not provided the data element is left blank.

Grant application reviewers are CSREES temporary business service providers.
The system contains personal and professional information related to the non-
CSREES persomM who volunteer to provide independent review, rating, and
raaking of all proposals accepted for merit review. This information includes:

- Address
- Reviewer (willingness to review, basic background)
- Expertise
- Demographic
- Reviews assigned
- Associmion with programs

4. Is the use of the data both relev~mt and necessary to the purpose for which the system
is being designed? In other words, the data is absolutely needed and has significant
and demonstr~,,ble bearing on the system’s purpose as required by statute or by
Executive order of the Presidant.

[] Yes
[] No

Sources of the data in the system.
5.1. What data is being collected from the customer?

Grant appl.[cants volm~tarily provide information regarding themselves and their
grant applications. Program Staff maintain reviewer and program-specific data.
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5.2. What USDA agencies are providing data for use in the system?

"lltcre are no other USDA agencies apart fiom CSREES that provide data for use in
the system.

5.3. What state and local agencies are providing data for use in the system?

There are no states or local agencies that provide data for use in the system.

5.4. From what other third party sources is data being collected?

There are no third party data providers.

Will data be collected ~om sources outside your agency? For example, customers,
USDA source~ (i.e. NFC, RD, etc.) or Non-USDA sources.

[] Yes
[] No. If NO, go to question 7

....... 6.!. 1-10w will the data collected fi:om ehgt0merS be VeHl~ed for accuracy, relevance,, ..........
timeliness, mad completeness?

All data provided by customers is volmatary.

Accuracy: Validation of data against expected parameters is performed at the
federal level at grants.gov; at the departmental level at grants.usda.gov; and then
at the agency level prior to being Ioaded into CREEMS.

Relevance: The relevance of data contained in a grmat application package to
the research area to which it is submitted is evaluated on an individual basis by a
panel of experts convened solely for lhat purpose.

Timeliness: Submission times of grant applicatio~as are compared to submission
windows of the applicable funding opporrtmity and its grace period (if any).
Grant applieatious submitted by customers outside this window are not accepted
into the agency for consideration.

Completeness: No attempt is made to verify the completeness of grmat
applicatior~ data apart from data collected o~ the SF424 and related forms.
Informatio a required by the 424 fanaily of forms that is not complete is screened
at the federal and departaaaental levels prior to being screened at the agency level.

6.2. How will the data collected from USDA sources be verified for accuracy,
relevance timeli~aess, and completeness?
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6.3. How will the data collected from non-USDA sources be verified for accuracy,
relevance, timeliness, and completeness?

The only non-USDA sources of data come from the Department of Health and
Human Services ~DtIItS) in the form of grant paymem disbursement information. DI-1I-IS
data integrity is the responsibility of DHI-IS.

DATA USE
7, individuals must be hfformed in writing of the principal purpose o£ the information

being collected from them. What is the principal purpose of the data being collected?

The goal a~d mandate for the data being collected is to provide information for
monitoring and evaluating the viability, qualification, and award status of scientific
research and related graalt applications.

8, Will the data be used for any other purpose?

[] Yes
................................................... ~No: If N0; go to-question-9

8.1. What are ~e other purposes?

Is the use of tl=e data both relevant and necessary to the ptmpose for which the system
is being designed? In other words, the data is absolutely needed and has significant
and demonstrable bearing on the system’s p~trpose as required by statute or by
Executive order of the President

[] Yes

10. Will the system derive new data or create previously unavailable data about an
individual through aggregation from the information collected (i,e. aggregating farm
loans by zip codes in which only one farm exists,)?

[] Yes
[] No. If NO, go to question 11

10,1.     Will the new data be placed in the individual’s record (customer or
employee)?

[] Yes
[] No
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10.2.     Ca~a the system make determinations about customers or employees that
would not be possible witbout the new data?

[] Yes
[] No

10.3, He w wi]l the new data be verified for relevance and accuracy?

11. Individuals re’act be informed in writing of the routine uses of the information being
collected f~om them. What are the intended routine uses o£the data being collected?

The goal and mandate for the data being collected is to provide infonuafion for
monitoring and evaluating the viability, qualification, and award status of scientific
rcseazch ~uad related grant applications. This is the only use for the data being collected.

12. Will the data bc used for any other uses (routhae or otherwise)?

~ Ye~ .................
[] No. If NO, go to question 13

12.1. What are the other uses?

13. Automation of systems can lead to the consolidation of data - bringing data from
multiple sources into one central location/systcm - and consolidation of
administrative controls. When administrative controls are consolidated, they should
be evaluated so that all necessary privacy conlrols remain in place to the degree
necessary to continue to control access to and use of the data. Is data being
consolidated?

[] Yes
[] No. If NO, go to question 14

13.1,     What controls are in place to protect the data and prevent unauthorized
access?

14, Are processes being consolidated?

[] Yes
[] No. If NO, go to question 15
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14.1. What controls are in place to protect the data and prevent unauthorized
access?

DATA RETENTION
15. Is the data per~.odicalIy purged from the system?

[] Yes
[] No. I.fNO, go to question 16

15. i.     How long is the data retained whether it is on paper, electronically, in the
system or in a backup?

15.2.
period?

15.3, Where are these procedures documented?

What are the procedures for purging the data at the end of the retention

16. While the data is retained in the system, what are the requirements for determining if
the data is stil] sufficiently accurate, relevant, timely, and complete to ensure t’aimess
in making determinations?

CP~EEMS serves as a repository for historical grant application and grant award
data. This historical data does not change and therefore storage duration does not have an
impact on relevance, accuracy, or completeness.

17. Is the data retained in the system ~e minimum necessary for the proper performance
of a documented agency function?

[] Yes
[] No

DATA SHARING
18. Will other agencies share data or have access to data in this system (i_e. international,

federal, state, local, other, etc.)?

18.1.

[] Yes
[] No. If NO, go to question 19

How will the data be used by the other agency?
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18.2. Who is responsible for assuring the other agency properly uses of the
data?

19. Is the data transmitted to another agency or an independent site?

[] Yes
[] No. If NO, go to question 20

19,1.     Is there the appropriate agreement in place to doctunent the
intercomaection and that the PII and/or Privacy Act data is appropriately
protected?

20. Is the system operated in more than one site?

[] Yes
[] No. gNO, go to question 21

20.1. How will consistent use of the system and data be maintained in all sites?

DATA ACC!FSS
21. Who will have access to the data in the system (i.e. users, managers, system

administrators, developers, etc.)?

Database Administrators (DBAs) a~d developers have access to the full set of C-REEMS
data in various stages of development.

22. How will user access to the data be determined?

A hierarchical structure is in place to determine access to system data storti.~g with
executive management and trickling down.

22.1.     Are criteria, procedures, controls, and responsibilities regarding user
access documented?

[] Yes
[] No
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23. I-low will user access to the data be restricted?

Role based access control restricts user access to data. The following are the roles of
users in the CSREES System, together with the privileges and actions they can take:

CSREES
Authorizing Person: Bob MacDonald, C-REEMS Project Manager, ISTIv1205-5967
Users: General agency staff~ FEDERAL EMPLOYEES (Permanent, IPA, or Contracted), not for
use by university staff(e.g., panel managers, etc.).
Definition: Select p:dvileges for most of the system.

CREEMS PROJECT OFFICE
Function: Design, development, and implementagon of CREEMS.

APP DEVELOPER
Users: CREEMS dawelopers
Definition: To allow application developers ~o view, but not alter, data [n the production database.
Developers are able create, ,alter, or drop database objects as appropriate.

FL~N-DS MANAGEMENT BRANCH (FMB)
Function: ManagemenL oversight, and disbursemeat of agency grant funds;

AWfHOR IZATIO’N’S
Users: FMB Staff responsible for creating funds authorizations for DHHS Payment Management
System (PMS)
Definition: To allmv users to create batch or manual authorizations in C-REEMS, create
appropriate batch files and reports involved in atrthorizing payment of gra~t lands thr0ugb PMS.

FIviB
Users: F!rIB
Definition: Basic F2vtB privileges

FMB ADM1N
Users: Higher level FMB Staff
Definition: Allows delete on FDCs, paycc accounts, payment methods; insert on payee accounts,
payment methods, RAD certifleatioas; update on award financial information. FDC dsta, IeMB
file locafionm, FMB nmnes, payee accounts, and payment methods.

FMB DISBURSE
Users: FMB Staff that work on disbursements.
Definition: Privileg~ associated with entering disbursements into C-REEMS.

FiVd3 FA_A.D S
Users: FMB Staff that work on FAADS.
Definition: Privileges associated ~vith maintenance of FAADS data.

FORMULA
Users: FMB Staffthat compute and obligate formula funds
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Definition: Privileges associated with setting up, computing, and obligating formula funds,
including the ability to create and modify FDC codes.
GIVEPRIV.MOVE DI SBUP..SENT
Users: Specific FMiB Staff
Definition: Ability I:o move funds from o~e Fiscal Year (FY) to another.

P,.EIMBURSABLE. TREAS URY1D
Users: Specific FMIB Staff
Definition: Allows selection of Treasury Symbol for Reimbursable Classes in flac Budget Office
R.eimbursable screen.

BUDGET OFFICE
Function: Establlsbment, oversight, and management of the agency budget.

BUDOET OFFICE
Users: Budget Of:rice Staffare responsible for inputting budget data into CtLEEMS.
Definition: Users can modify data in the Budget Office screens, with the exeeptio~ of the FDC
su bscreans.

BUDGET OFFICE TRACKING
Users: Budget Office Staff responsible for maintaining tracking codes.
Defintt~on:,A!lows use~ to modify, datamthe.Budget Office Tracking and the N~F FOSxeferenc~e. .......
screens.

PROGRAM OFFICES
Ftmction: Review and recommendation of proposals fur award, post-a~vard monitoring and
management, main~:enanc~ of reviewer infmmatlon.
Authorizing Person: Many offices wl~ch may change from year-to-year, so best defined by aJl
agency employees excluding those in theBudget Office, Proposal Services Unit, Awards
Management Branch, Fund~ Management Branch, ISTM, and the Office of the Administrator.
None of these offices should have roles assigned below to the program offices. Includes all staff
in PAS, NRE, F4I-P.q, ECS, SERD, and Competitive Programs. Panel managers are not to be
granted this role.

RAD
Users: All program office staff"
Definition’. General program office privileges, including the ability to eater RADS ea~d track
awards.

PROGRAM TRAC KING
Users: Program ~a:fresponsible for mainta~ing program-specific award tracking codes
Definition: Users c~m nlodLfy the data in the Program Offices Program-Specific Tracking Codes

DSHIGH~;D
Users: Select Higher Education Staff
Definition: Select p.rivileges to allow their Access database software to function_

AWARDS MANAGEMENT BRANCH
Function: Review and award of proposals recommended by the program offices, post-award
management.
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CONGRESS NOTIF
Users: AMB Staffresponsible for maintaining infom~afion about Congressional Reprosentatives,
Definition: Users can modify fl~e data in the Senators and Reprcsentat{ves Awards Management
Reference Screens, required for the issuemce of Congressional Notifications of awards.

GRANTS ADMIN
Users: ANti3
DetVmition: General Awards Management Branch privileges.

GRANTS REF TA23LES
Users: AMB Staff responsible for maintaining awards management reference tables.
Definition: Mainter~anec of awards management reference tables.

OIVEPRIV.REVISEOBLIGATEDFDC
Users: AMB Branch Chief and Section Leaders
Definition: Allows ,:on’ection of FDC codes after an award is obligated, authorized, and then de-
obligated at/:H-IS through the Revise Obligated FDCs screen.

PROPOSAL SERVICES UNIT
Function: Entv! aud management of proposals, entry and maintenance of PD and AOR data.

PSU
Users: PSU Staff
Det"mitinn: Users can modify enter and maintain all PSU data.

~IVEPRIV.DELETEPROPO SAL
Users: Head of PSU
Deflnltion: Allows deletion of e~oneous grant applioation records (if no child records).

23.1.     Are procedures in place to detect or deter browsing or unauthorized user
access?

[~ Yes
[] No

24, Does the system employ security controls to make information unusable to
anauthorized individuals (i.e. eneryption, strong authentication procedures etc.)?

[] Yes
[] No

CUSTOMER PROTECTION
25. Who will be responsible for protecting fl~e privacy fights of the customers a.ud

employees affected by the interface (i.e. office, person, departmental position, etc.)?

The lnfomrat:ion Systems Security Office
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26.How can customers and employees contact the office or person responsible for
protecting their privacy rights?

Preston Gillmore
Informatlc,n Systems Security Officer
Int’ormatien Systems and Teclmology Management
800 9th St. SW
Washington, DC 20024
202.401.1~178
pgillmore@csrees.usda.gov

27. A "breach" refers to a situation where data and/or information assets are unduly
exposed. Is a breach notification policy in place for this system?

[] Yes. If YES, go to question 28
[] No

27.1. If NO, please enter the POAM number with the estimated completion
date:

28. Consider the fi311owing:
¯ Consolidation and linkage of files and systems
¯ Derivation ofdata
¯ Accelerated infolrnation processing mad decision making
¯ Use ofnew tectmo!ogies

Is there a potential to deprive a customer of due process rights (fuMamental rules of"
fairness)?

[] Yes
[] No. If NO, go to question 29

28.1. Explain how this will be mitigated?

29. How will the ~ystem and its use ensure equitable treatment of customers?

The system stores fine same data for all customers. It is not the role or responsibility of
software/hardware systems to guarantee that customers who voluntarily elected to submit data to
the system are equitably treated by the agency. The system simply storeS grant application
related dala. The equi:t~bility of decisions that are made by agency personnel based on the system
data are governed by business process and infomaatlon policy.
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30. Is there any possibility of treatfiag customers or employees differently based upon
their individual or group characteristics?

[] Yes
[] No. If NO, goto question 31

30.1. Explain

SYSTEM OF RECORD
31. Can the data be retrieved by a personal identifier? In other words, does the system

actually retrle’¢e data by the name ofma individual or by some other unique number,
symbol, or identifying attribute of the individual?

[] Yes
[] No. If NO, go to question 32

31.i:     Ho w will the data b~ retrieved? In other words, what is the identifying ........
attribute (i.e. employee number, social security number, etc.)?

31.2.     U~~der wlfich Systems of Record notice (SOR) does the system operate?
Provide n’amber, name and publication date. (SORs can be viewed at
www.acc,.~ss,GPO.lZov)

Federal Register, Vol. 68, No. 231, Tuesday, December 2, 2003, pgs, 67396-
67397.

31.3.     If the system is being modified, will the SOR require amendment or
revision?

TECHNOLOGY
32. Is the system using technologies in ways not previously employed by the agency (e.g.

Caller-ID)?

[] Yes
[] No. If NO, the questionnaire is complete.

32.1, How does the use of this technology affect customer privacy?
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Upon completion of tiffs Privacy ImpaCt Assessment for this system, the answer to
OMB A-11, P lar~r~g, B udg¢~[og, Acquisition and Management of Capita] Assets

Part 7, Section. E, Question 8c is:

1. Ycs.

PLEASE SUBMIT A COPY TO
TI-IE OFFICE OF THE ASSOCIATE CHIEF INFORMATION OFFICE/CYBER SECURITY
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Priw:~cy Impact Assessment Authorization
Memorandum

I have care£ully assessed the Privacy hnpac~ Assessment for the

(System Name)

Ttds document has been completed in accordance with the requirements of the
EGovemment Act of 2002.

We fully accept the changes as needed i.mprovements and authorize initiation of work to
proceed. Based on our authority aud judgman~, the continued operation of this system is
authorized.

OR Project Repreaentative
OR Program!Office Head.

Agency’s Chief FOIA officer
OR Selfior Official for ~rivaey

Date
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